N\YFZANYIANYIANTVI ANV I ANTY I ANY S AN

% Qﬂ%ﬂ%ﬂ\ﬂ%ﬂ\ﬂ% /
NYZANYZANYZANYZANYZANYZANTZ4N
ZA\YZANYZANVZANYZANYZANYZA\Y/
NYZANYZANYZANYZANYZANYZANTZAN

JANVIANVIANVIANVIANVIANVIANYS

yyyyyyyyyyyyyyyyyy

AZURE VIRTUAL NETWORK | CCCCCCCCCCCCCCCC &

rrrrrrrrrrrrr



CHAPTERS

]

Walkthrough with the Azure VNET

Few use cases of Azure VNET

Creation of Azure VNET — Things you should know

Lab 1: Create VNETS — Quick Create

Lab 2: Create VNETS — Custom Create

Lab 3: Create VNETS with the XML configuration file

Site to Site VPN

Point to Site VPN with (Lab 4: Create point to site VPN)

Azure Express route

Lab 5: Create Azure VNET to VNET VPN



WALKTHROUGH-AZURE VIRTUAL NETWORK

What is a Azure virtual network or VNET?

Virtual networks (VNets) are used in Azure to provide a layer of security and
isolation to your services.

VMs and services that are part of the same virtual network can access each other.

By default, services outside the virtual network cannot connect to services within the
virtual network. You can, however, configure the network to allow access to the
external service.

Services that talk to each other within a virtual network do not travel through the
Azure Load Balancer, which gives you better performance.



COMMON EXAMPLE

Cloud Service 1

US EAST
(e N (= 2
10 DG Vet 10.0.0.0/6 /Subnet 1 h /Subnet 2 R

g 10.0.0.0/24 10.0.1.0/24
Subnet: 10.0.0.0/24

Azure VM 1 Azure VM 2
10.0.0.5 10.0.0.10 Azure VM Azure VM &
1 2
N\ >/ y,

s

Two VM’s resides in the same VNET

Business Requirement

Let’s say you have a front-end web application running in a cloud service using a back-end database running
in a virtual machine. You can put the back-end database in the same virtual network as the cloud service; the
web application will access the database over the virtual network. This allows you to use the back-end
database from the cloud service without the database being accessible on the public Internet.



FEW USES OF AZURE VNET

You can add a Virtual Network Gateway to a virtual network and use it to connect
your on-premises network to Azure, effectively making the virtual network in Azure an
extension of your on-premises network. This provides the ability to deploy hybrid
cloud applications that securely connect to your on-premises datacenter. The Virtual
Network Gateway is a fully managed service in Azure.

More complex features available include multisite VPNs, in-region VNet-to-VNet, and
cross-region VNet-to-VNet.

Most cross-premises connections involve using a VPN device to create a secure
connection to your virtual network in Azure.



CREATION OF AZURE VNET- THINGS YOU SHOULD

KNOW

ADDRESS SPACE
SUBNETS
DNS SERVERS

US _EAST

/\/Net:

10.0.0.0/16

~

Subnet: 10.0.0.0/24

Azure VM 1
10.0.0.5

—

S

Always select address ranges that are not overlapping.

VNET are private and you must use un routable IP addresses, specified in CIDR notation, such as

10.0.0.0/8, 172.16.0.0/12, or 192.168.0.0/16.

CIDR notation uses this format: xxx.xxx.xxx.xxx/n, where n is the number of leftmost '1' bits in the
mask.

After specifying your virtual network address space(s), you can create one or more subnets for
your virtual network.

If you want to refer to your VMs or role instances by host name or fully qualified domain name
(FQDN) directly, rather than using an IP address and port number, you need a DNS service to
provide name Resolution.

There are two options: you can use the Azure-provided name resolution or you can specify a DNS
server that is not maintained by Azure, such as one that that is used by your on-premises
infrastructure or one that you set up and maintain in an Azure VM.



LAB 1: CREATE VNETS- QUICK CREATE

The MAXIMUM VM COUNT is the count of the range of IP addresses included for the selected
CIDR. If you look at the values in the drop-down list, you will see the highest CIDR (and thus the
fewest number of IP addresses) is 20, which gives you 4,096 addresses

For DNS SERVER, if you set this to None, the name resolution will be provided by Azure. If you
want to have name resolution between this virtual network and your on-premises network, you
should specify the DNS servers you are using for your on-premises name resolution. For this
example, just leave it set fo None.

ADDRESS SPACE @ MAXIMUM VM COUNT @

4096 [CIDR: /20] v
[10.0.0.0 - 10.0.15.255]

LOCATION DS SERVER .

SUBSCRIPTION

Free Trial r



LAB 2: CREATE VNET - CUSTOM CREATE

STEP 1 STEP 2

e e AC Cmp s DI -~ TN
Virtual Network Details DINS Servers and VPN Connectivity
NAME LOCATION DNS SERVERS POINT-TO-SITE CONNECTIVITY
AAVINET East Asi v —
' Fast sl || Configure a point-to-site VPN

SUBSCRIPTION SITE-TO-SITE CONNECTIVITY

Free Trial Y _

|| Configure a site-to-site VPN

NETWORK PREVIEW NETWORK PREVIEW

I F
AAVINET AAVINET



CREATE VNET CUSTOM CREATE

STEP 3
ual Network Address Spaces Virtual Network Address Spaces
L o Had -
CIDR (ADDRESS
ADDRESS SPACE STARTING [P COUNT) USABLE ADDRESS RANGE ADDRESS SPACE STARTING IP EgSJ;DDRESS USABLE ADDRESS RANGE
10.0.0.0/28 10.0.0.0 /28 (16) 10.0.00 - 10.0.0.15 4 0.0.00/ e 128 (16) 10.0.0.0 - 10.0.0.15
SRR SUBNETS
Subnet-1 10000 /29 (8) 100.00 - 10007 B - e
MYSERVICES 10.0.0.0 /29 (8) 10.0.0.0 - 10.0.0.7

NETWOREK PREVIEW

METWORK PREVIEW
AAVINET

AAVINET



LAB 3: CREATE VNET — WITH XML FILE

STEP 1 STEP 3

Import the network configuration file

EXPORT DELETE

COMFIGURATION FILE

By clicking on the export button on the bar showing u- HetwerkConfigxm
above you can download the entire Azure network SUBSCRIPTION
configuration to an XML file. Free Trial v

STEP 2 STEP 4

Building vour mnetwork

. . This rtowwill r It in th Forl (O t = t twwork mfi .
|II| R o ’ QUK CREATE Conﬁgu[e yOU[ vmual netwo[k by is impo ill resws = following changs O WOUT e =1 configuration
. . . . o TYPE MNAME ACTIOMN
importing a network configuration file.
DATA SERVICES .\\’ CUSTOM CREATE Wirtual Metwork ABOVTRIET L € CREATE
Wirtual Metwork HWA AW ET o CREATE
ﬂﬂa AP SERVICES B IMPORT CONFIGURATION wirtual Metwork AAWTWVINETZ2 S CREATE

Py
(:.;; NETWORK SERVICES @-o REGISTER DNS SERVER

ﬁ MARKETPLACE g',,‘} ADD LOCAL NETWORK
Yut




RESULT OF THE VNET CREATION WITH XML FILE

networks
VIETUAL NETWORKS LOCAL NMETWORKS DMS SERVERS

MAME STATUS SUBSCRIPTION LOCATION

AAVINET1 -

AANVIVMNETZ2 Created Free Trial

ast Asia

HWMWNET Created Free Trial South Central US

This raises a lot of questions because you have to download the whole configuration for the
subscription and cannot download just the configuration for one of the virtual networks defined in the
subscription:

* |s there a way to modify the settings for one of the virtual networks?

* Can you add another virtual network?

* Can you remove one or more of the virtual networks?

* What if you already have VMs or services deployed into the virtual network?



ADD & DELETE VNET WITH THE XML FILE

What if you add a network? What if you delete a network?

IMPORT NETWORK CONFIGURATION FILE
IMPORT NETWORK CONFIGURATION FILE

o Building your network
Building your network

This import will result in the following changes to your netweork configuration.

This import will result in the following changes to your network configuration.

TYPE l NAME ACTION
TYPE l NAME ACTION

Virtual Network AMYVINETL == No changes
Virual Network AAVINET] = No changes Virtual Network HWMVNET == No changes
Virtual Netwerk HWMVINET = No changes Virtual Network AAVIVNET2 == No changes
Virtual Network AAVTVMET2 == Mo changes Virtual Network AAVIVNET3 a DELETE
Virtual Network AAVIVNET3 @ CREATE



UPDATE A VNET WITH THE XML FILE

What if you update a network?

b4

IMPORT NETWORK CONFIGURATION FILE

Building your network

This impaort will result in the following changes to your network configuration,

TYPE MAME ACTION
Virtual Metwork AAVINETL @ UPDATE
Wirtual Network HWIMVNET == Mo changes
Virtual Metwork AAVTVMET2 == Mo changes

©O©



SITE TO SITE VPN

A site-to-site VPN lets you connect securely from your on-premises network to your virtual network in
Azure. You have to have a public-facing IPv4 IP address and a compatible VPN device.

1 On-premises
L_. % network C&

oooooooooooooooooooooooooooooooooooooooooooooooo

168.62.200.181

=
o
=
o
=
[ -] |
[
sl T
VPN device Site-to slt:i_- VPN .
COonnechomn « Gateway Subnet

o
3.2.1.1 * 10.4.1.0/24

Address space

FrontEndSsubnet BackEndsubnet ADDNSSubnet
10.1.0.0/16

10.4.2.0/24 10.4.2.0/24 10.4.4.0/24

Address space: 10.4.0.0/16
DS server: 10.1.0.4 YourvirtualNetwork




POINT TO SITE VPN

Point-to-site VPN enables you to connect from your local machine over a Secure Socket Tunneling
Protocol (SSTP) tunnel to your virtual network in Azure. This uses certificate authentication between
the client machine and the virtual network in Azure.

Windows Azure

<subnet 1> <subnet 2> <subnet 3>

= S SR
On-premises =EILSE=

Virtual Network

Hardware VPN or
Windows RRAS

Your datacenter

Point-to-Site VPN
o o

Taleluel Q' juy

computers behind

corporate firewall Remote workers



LAB 4: SETUP A POINT TO SITE VPN

In this lab we see how to set up a point-to-site network and test it by deploying a VM
into the network and connecting to it from the local machine.

Step 1 : Create a custom VNET

Virtual Network Details

MAME LOCATION

AAVIP29| East Asia v

Step 2: Configure a point to site VPN

DINS Servers and VYPIN Connectivity

DMS SERVERS | POINT-TO ~SITE COMMEC TIWITY

=] Configure a point-to-site WPMN

SITE-TO-SITE COMMNECTIVITY

] Configure a site-to-site WPN



LAB 4: SETUP A POINT TO SITE VPN

Step 3: Specify the IP address range from which your VPN clients will receive an IP
address when connected. Here | have used the default 10.0.0.0/24

Point-to-Site Connectivity
| have used starting IP 10.0.18.0 with a CIDR of /24.

ADDRESS SPACE STARTING IP ESSJ%DDRESS USABLE ADDRESS RANGE This gives us an address range of 10.0.18.0 through
O 10.0.00 v| [2ae59 |~ | 10001 -10.00254 10.0.18.255, | have also rename the subnet and

added /27 CIDR, in my next step | will add a
gateway.

Step 4: Now | will setup the address space used by the virtual network.

ADDRESS SPACE STARTIMNG IFP IR ADTRESs UsAaBLE ADDRESS RAMGE

- COUINTY
1001 8.0,29 100180 S 24 (258} 100180 - 10018255

SUBMNETS

AANWTPZSW R S 100180 S27F (32) 100180 - 1001831



LAB 4: SETUP A POINT TO SITE VPN

Step 5: Specify a gateway, here | have chosen the default gateway which is

10.0.18.32

ADDRESS SPACE STARTING [P CIDR (ADDRESS USABLE ADDRESS RANGE
y COUNT)
10.0.18.0/24 10.0.18.0 /24 (256) 10.0.18.0 - 10.0.18.255
SUBNETS
AAVIP2SWMs 10.0.18.0 /27 (32) 10.0.18.0 - 10.0.18.31
Gateway 10.0.18.32 /29 (8) 10.0.18.32 - 10.0.18.39

Step 6: Now | will click on Check sign which will create the VNET for the point to site
VNET and you can see in the screen.

MAME STATUS SUBSCRIPTION LOCATION 0
AAVIP2S Created Free Tria East Asia
AANVIVMNETZ2 Created Free Tria East Asia

HWMWNET Created Free Tria South Central US



LAB 4: SETUP A POINT TO SITE VPN

Step 7: Now | will create a VM and will select an image from the Azure Gallery

WERSIOM RELEASE DATE

2/29/2016

VIRTUAL MACHIME MAME

AANTVML

TIER

SIZE

Al (1 core, .75 GB memaory)

MEW USER MAME

Aavil

MEW PASSWORD CONFIRM

AR ERRRE AREREEERREE

CLOUD SERVICE

Create a new cloud service

CLOUD SERVICE DNS MAME

AANTVMLEVC

SUBSCRIPTION

Free Trial

REGIOMN/AFFIMNITY GROUP/AVIRTUAL NETWORK

AAVIPZS

VIRTUAL NETWORK SUBMETS

AAVIPZEVMS(10.0.18.0/27)

STORAGE ACCOUNT

Use an automatically generated storage accoun

AVAILABILITY SET

(Moneg)

W D'JC&F-:I.I'IEt



LAB 4: SETUP A POINT TO SITE VPN

Step 8: Create the VPN Gateway

We will click on the + sign in the dashboard of the VNET to create the gateway. Once you click on
this you will see something like this below.

virtual network

GATEWAY
AAVIP2S - Clients
T} CREATING GATEWAY
FesouUrces
NAME ROLE IP ADDRESS SUBMET MAME JD

AAVIVEL Virtual Machine 10.0.18.4 AAVIPZEVMs



LAB 4: SETUP A POINT TO SITE VPN

Step 9: Create the Certificate

Now we will create a self signed root certificate and a client certificate, This is because rather than
use password authentication, which is fairly weak, point-to-site connectivity uses certificate
authentication. Someone without the correct client certificate installed will not be able to connect to
the virtual network, even if he or she somehow obtains the IP address of the network.

Here are the steps we follow for generating the certificates.

1. Generate a self-signed root certificate.

2. Upload the root certificate to the Azure Management Portal.

3. Generate a client certificate that uses the root certificate you just created.

4. Export and install the client certificate on the client machine that is going to connect to the network.



LAB 4: SETUP A POINT TO SITE VPN

Step 9: Create the Certificate and upload

virtual network

AAVIP2ZS

Upload Certificate

Paoint-to-site connectivity requires certificates for client authentication, You

SATENAY Clients need to generate a self-signed root-certificate and upload it before you can
C = g )
download a VPN client. Learn more.
A A ROOT CERTIFICATE HAS NOT BEEN
HPLOADED. CERTIFICATE

B | AaviP2SRootcer

DATA QOUT GATEWAY IP ADDRESS

0B 13.75.111.109

ROLE IP ADDRESS SUBMNET MAME

Virtual Machine 10.0.18.4 AAVIPZSVWMS

makecert -sky exchange -r -n "CN=AaviP2SRoot" -pe -a shal -len 2048 -ss My .\AaviP2SRoot.cer

makecert.exe -n "CN=AaviP2SClient" -pe -sky exchange -m 96 -ss My -in "AaviP2SRoot" -is my -a

shal



LAB 4: SETUP A POINT TO SITE VPN

Step 10: Download and install client VPN package from the Azure Portal and connect
to VPN from your local computer

B AavIP2S ==l
quick glance & B
- Currently connected to: %
(¥) Download the 64-bit Client VPN o A Windows Azure
Package Mo Internet access Virtual Ne T {
(%) Download the 32-bit ClientVEN Dial-up and VPN ~ |2
Package T
AAVIP2S S
Mame: AAVIP2S i ) )
airtel ﬂ Connection status
| Click Connect to begin connecting. To work offline, click -
irtell g Cancel.
54096168-a669-4c0...exe airte
[ Conmect || Cancel || Propeties | [ Help |
ai -a AAVIP2S HAccess type: Mo Internet access

I
L1

=iy Work network Connections: [ AAVIP2S



LAB 4: SETUP A POINT TO SITE VPN

aavip2s
Jut details

&2 DASHBOARD COMNFIGURE CERTIFICATES

virtual network

GATEWAY
&+ AAVIP2S ob Clients
1

248.01KB  691.06KB  13.75.111.109

AANVTVEL Virtual Machine 10.0.184 AANVIPZSVMS



LAB 4: SETUP A POINT TO SITE VPN

Step 12: RDP to the VM which we have created earlier with the help of the private IP
address.

B Pemote Desktop Connection [E=TNEETN > |

&-._ Remote Desktop
- »>< Connmnection

Compiurter: 100 15 4 -

User mame : O R P Aawil

Tou will be asked for credentials when you conmnect .

L= Show Options [ Conrect ] [ Help ]

You should be able to see something like this.

Deployment Id: 1746399588d742e0acc75fe7a462c431
Internal IP: 10.0.184

Public IP: 13.75.107.177

Boot Time: 4/6/2016 3:18 AM

Free Space: C:1116.21 GB NTFS

D:\68.77 GB NTFS
Host Name: AAVIVM1
Memory: 1792 MB
OS Version: Windows Server 2012 R2 Datacenter
User Name: Aavi1




PRIVATE SITE-TO-SITE CONNECTIVITY (EXPRESSROUTE)

Private site-to-site connectivity, which in Azure means ExpressRoute. This is called

private because the network traffic occurs over your network provider and does not go across the
public Internet as it does with both site-to-site and point-to-site connectivity

ExpressRoute

==1=1== = I

Azure Region
Your Datacenter \ VNet 1 VNet 2
BIEE

Azure A\Z/:/'Ire
VM




LAB 5 — CREATE A VNET TO VNET CONNECTION

Connecting a virtual network to another virtual network (VNet-to-VNet) is very similar
to connecting a virtual network to an on-premises site location. Both connectivity types
use a VPN gateway to provide a secure tunnel using IPsec/IKE. The VNets you connect
can be in different subscriptions and different regions. You can even combine VNet to
VNet communication with multi-site configurations.

Step 1& 2: Plan the IP address range.

Virtual Network Virtual Network Site Definition Local Network Site Definition

AZUREVNET AZUREVNET(10.1.0.0/16) AZURELOCAL(10.1.0.0/16)
ONPREVNET ONPREMVNET(192.168.1.0/29) ONPREMLOCAL(192.168.1.0/28)




LAB 5 — CREATE A VNET TO VNET CONNECTION

Virtual Network Location _________|StartingP________[Subnet

AZUREVNET

East Asia 10.1.0.0/16 10.1.0.0/19
ONPREMVNET South East Asia 192.168.1.0/29 192.168.1.0/29
AZUREVNET
ONPREMVNET
ADDRESS SPACE STARTING IP CIPR (ADDRESS USABLE ADDRESS RANGE ADDRESS SPACE STARTING IP CIOR (ADDRESS USABLE ADDRESS RANGE
P COUNT) ) COUNT)
10.1.0.0/16 10.1.0.0 /16 (65531) 10.1.04 - 10.1.255.254 192.168.1.0/28 192.168.1.0 /28 (11) 192.168.1.4 - 192.168.1.14
SUBMETS SUBMNETS
VM 10.1.0.0 /19 (8187) 10.1.04 - 10.1.31.254 VMS 192.168.1.0 /29 (3) 102.168.1.4 - 192.168.1.6
Gateway 10.1.32.0 /23 (3) 10.1.324 - 10.1.32.6 Gateway 192.168.1.8 /29 (3) 192.168.1.12 - 192.168.1.14
add gateway subnet add gateway subnet




Step 3: Create the Gateway

virtual network

GATEWAY

¢+ ONPREMVNET § AzZURELOCAL

virtual network

CATEWAY

¢+ AZUREVNET ¥ ONPREMLOCAL

LAB 5 — CREATE A VNET TO VNET CONNECTION

Step 4: Configure the LAN with the public IP of
the Gateway

Specify your local network details

MAME

ATURELOCAL

VPN DEVICE IF ADDRESS (OPTIOMAL)

40.83.123.72

Specify your local network details

MNAME

OMNPREMLOCAL

WPM DEVICE IP ADDRESS (OPTIOMAL)

13.76.138.68




LAB 5 — CREATE A VNET TO VNET CONNECTION

Step 4: Connect to Azure subscription from PowerShell Step 5: Connect to appropriate subscription
and setup the shared key.

Add-AzureAccount

| Sign in to your Microsi

Microsoft account

Sign in
sri_siliguri@hotmail.com

Password

~| Kesp me signed in

Can't access your account?

Sign in with a different Microscft account

Don't have a Microsoft account? Sign up now

Privacy & Cookies | Terms of Use | PC site

2 2016 Micrasoft




LAB 5 — CREATE A VNET TO VNET CONNECTION

Step 6: Connect the Gateway in AzureVNET Step 7: Connect the Gateway in ONPREMVNET

virtual network virtual network

¢+ AZUREVNET ¥ ONPREMLOCAL <+ ONPREMVNET 9 AZURELOCAL

14.22KB 14.59KB 40.83.123.72 1455KB  14.22KB  13.76.138.68



Step 8: Create a VM in AzureVNET

Choose an Image

ALL FEATURED
MICROSOFT

- Windows Server 2012 RZ2 Datacenter
WINDOWS SERVER -

Step 9: Select the appropriate VNET

REGIOMN/AFFIMITY GROUP/VIRTUAL NETWORK

AZUREVMET v

VIRTUAL NETWORK SUBMETS

Vi(10.1.0.0/19) v

LAB 5 — CREATE A VNET TO VNET CONNECTION

Step 10: Create a VM in ONPREMVNET

Choose an Image

ALL FEATURED  w
MICROSOFT o - -
- Windows Server 2012 R2 Datacenter
WINDOWS SERVER -

Step 10: Select the appropriate VNET

REGIONAFFIMITY GROUPAIRTUAL NETWORK

OMPREMVMET ¥

VIRTUAL METWORK SUBMETS

WM5(192.168.1.0/29) ¥




LAB 5 — CREATE A VNET TO VNET CONNECTION

Step 11: Allow the network discovery of the VM Step 12: Stop the Windows Firewall

Domain Profile

When network discovery is on, this computer can see other network computers and devices and is (]

. W : - Windows Firewall is off.
visible to other network computers, What is network discovery?

: Private Profile
@ Turn on network discovery

() Turn off network discovery t! Windows Firewall is off.

Public Profile is Active

B Windows Firewall is off.

Step 13: Run the PING command from AZUREVM1 to Step 14: Run the PING command from ONPREMVMI to
ONPREMVMI1 AZUREVMI

slUzepssaavil>ping 1922.168.1.4

ssxUserssaavilping 1801 . 8.4

inging 192_.168.1.4 with 32 hytes of data:
192 .168.1.4:- bytez=32 time=39ms TTL=126
192 _.168.1.4:- bhytez=32 time=36mz TTL=126
192 .168.1.4:- bytez=32 time=3tmz TTL=126
192 _.168.1.4:- bhytez=32 time=37mz TTL=126

inging 18.1.8.4 with 32 bytes of data:
18.1._8_4: byte==32 time=38mz= TTL=126
18.1.8.4: hyte=sz=32 time=37ms TTL=126
18.1._8_4: byte==32 time=3%9m= TTL=126

18.1.8.4: hyte=sz=32 time=3bms TTL=126

ing statistics for 192.168.1.4:

Packets: Sent = 4. Received = 4, Lost = B (@x loss>».
pproximate round trip times in milli—seconds:

Minimum = 35mz,. Maximum = 3?ms,. Average = Joms

ing statistics for 10.1_.8.4:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss),
pproximate round trip times in milli—=seconds:

Minimum = 3&6ms=,. Maximum = 3?m=. Average = 37ms




Thank You



